Pt. 27, App. A

APPENDIX A TO PART 27—DHS CHEMICALS OF INTEREST

[souejsgns pappe Jayjo Aue
10 UOISNOX8 BU} O} ‘UOGJED S
paje|nojes aouejsqns ojueblol
Aue Buipnjou; ‘saouejsqns|
8|qnsnquod jusdsed Z'0 ueyy|
00¥ 90V | 000'S | OO0V | Z-25-¥8+9 oW YpMm] ‘sjesjiu Wniuowwy|
(SR
000'02 | 0002 | 2-L¥-¥99L 10 902 "0U0D) BIUOLILY
00004 | 00} | Z-i¥¥99. (snoipAyue) eluowwy|
X vdvy | 90V 8-€/-65802 apiydsoyd wnuiwn|y
X vdv_| 90V 0-0L-9¥bL SNOIPAYUE "8pHOIYO WNUILIN|Y|
X vdv | 90V £-Gl-L2LL snoJpAyue ‘apiwoiq wnujwn|y|
00l i) G-06-62vL (1apmod) wnujwn)y
X vdv ] 93V 6-2€-201 Pazi[iqe}s "aue|iSsolojydLjAllY|
X 00001 | 00'} 6-11-201 [sulwe-|-uadoid-Z] LI
000'GL | 00°} 9-81-201 [|o-}-uadoid-Z Joyodje JAllY|
X 0000L ] 00 | 98978 [epiiojys 1kouadoid-g, 3PHOIYD IOV
X 000'0L | 00°L L-€1-L0) [sj31usuadold-g; 3|14}IUOJAIDY
000's | 00'L 8-20-201 8pAyapie|lidy Jo :m:o@oi-mﬁ UI8|0JOY
X 000°0L ] 00°} 2-98-vL | O] EVELSERY
X vdv_| 90V 8-20-205 3PIPOI K199V
X vdvy | OV G-9€-GL SpHOJYd |A80Y|
X vdv | 90V £-96-90S apiwoiq |A}a0y
pazIIqes
X vdv | 90V G-98-GL ‘upAyoueAs auojeoy/|
X 000°0L | 00°} 0-20-GL apAyaple}soy|
E e S H
= 3 = =
H{MERHE el 5|, 22| 5|8¢]| 3
HHAHHHERIE G BB IR
21*|Z|>|4]5|2| 22| o |822| o | B2 | o
slifa|v|7r|g)| 58| ¢ [E58| & |88 & | #sv 00
] 11olmj2 = e ® 5 = o oJ|Aleg 100
g m - m HHE m w 3|3 m w. 3 m w. 3 | weasay whuous 1sa183u] JO S|EDJWeYD
m. glm m A m. g1 8 |ggs| 8 gs 2 | reoweyp
217 SIE = o |[~-e 2 <] as o
§ 8|3 =| 2| 25| 3 |&5| 2
® g ] 8 5
ebejoqes WeuL oseejoy

Office of the Secretary, Homeland Security

7

GPO

AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

, ¥881eju| jo s[edjweyd SHA - *LZ Hed 03 v xipueddy

215



6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

X 000'0L | 00'L 2-£.1-86S [-osonyyowoiq “susyi3] ausjAyialonylijowuolg
X X vdv_| 90V Sy 00’9 G-1L-18LL 8plonji} aulwoig
X vdv | OOV 2-0€-684L aplonjejuad sulwolg
X 14 196 L-Ly-€98€1L apLIojyo sujwolg
X 000'04 | 00’} | 9-66-92.L aujwolg
1 [ FEVEYLEITNT
X 0006t | 004 | vzvese fl(eueyisw) siqhxo] osonyuy ‘uosog] punodwiod apLonju} uoiog
X X 14 28'92] 000'G | 00°L | 2-20-2€9L [osonyuy _wcm._omﬂ aplionyji} uoiog
X X 14 0L¥8] 000'G | 00'L |s-ve-v620L [oiojyon "sueiog 9pLIojyoL)} uosog
X X Ydvy | ©93v 14 19'C) y-£€-¥6201 aplwoiquy uolog
suedoid
X 6001 WND 2-01-506€9 -u-(o1yyAyieololyo-g)sig-g'L
auejuad
X 6001 WND -¥6-89821 1 -U-(olyliAyyeoiojyo-g)sig-'y
Jayie(IAyrewoiyyAyieoiofyd)
X 6001 WND 1-06-81L6€9 -2)sig
X BooL WND 9-€1-698€9 sueyaw(o1y|Ay}s0iojyd-z)sig
aueng
X 6001 WND /-£6-8982Y 1 -u-(o1yAyieoiojyo-z)sig-v'|
X X 00F |90V | 000'Ss | ©0V |/-85-01881 apize wnueg|
X X Sl £9'0 | 000°L | 00°L | b-Cr¥8LL ENEY
X X 22 00°0€ | 000'GL | 00°L | L-¥E-¥8LL [spuojydLy m:o:wm._,&.T 9pLI0jydL} JlUSSlY
X vdv | 90V 2-04-€8LL aplionyejuad Auownuy
X vdv | 90V 2-2.-L01 aue|1s0Jo|yoLyAwy|
X X 00¥ 90V | 000 | ©0v | 8-¥i-LEl 9jeso|d wnjuowwy|
X X 00y | ©0V | 000'S | OOV | 6-86-06LL 8jelojydoiad wnjuowwly|
[1318840 10 UBBOAHIU
%€ JO uonesueouod uabonu]
X 000C joo€e 2-25-¥8¥9 PI|OS ‘SjeJ}U WNIUOWWY|
S o = =
7 = € = H
o 2|2 ol 2 8 2 >} 2
HFIRRHHER I I HIE
El2(z|2|81818| 8|5 [588| 3 (28| 3
® 2lel®|zl o2 | 5 |32z o | E2| o
slil3ifi|ig| 88| & [§58] 88| & | #6v
-] ] -
12| s|SIZ|Z | 22| 8 |28 8 |53 8 0dInI6s wAuouks (109)
Bl HEHBEHEIR 312 |253| 2 |33 g | romasav 1s0193u] JO S{EOJWEYD
HEEHAHHEBE IEI I BN I B N B
8| SIE o -] e 9 o as <)
§ 318 sl 2| 25| 2 |e5| 2
s 8 ] E g
onss| Ajlundeg obejoqes Yoyl osee|oy

, 18819}u] JO S[edjWeYD SHA - *LZ Hed 0} ¥ xipuaddy

216



Pt. 27, App. A

X 0000} ] 00+ | ¢-86-266 [-010jy5-Z "susdoid-|] susjfdoidoio|yd-|
X 000'0L | 00'L 9-12-06S [-oi0)yo-| “suadoid-| susjfdoidoJojyD-|
X 000's | 00'} 2-0€-201 [-AxoygaLiolojyd ‘sueyisiy Jay}e [Aylawl [AyjswoIo|yD
X 000} | 00'} 1-88-2¥S [(-010jyd)sigAxo ‘sueyiaiy Jayis |AyjswoIolyd
X 000'0Z | 00'L £€-99-29 [-0J0jyo1J} ‘sueyis iy, WiiojoIolyd,
apynsAyiew
X 6001 WNO §-92-6292 -010jyojAye0J0|yD-Z|
vdv | 90V 6-¥0-64 3pHO|Y2 [A}20e010|D)|
14 166 2-16-06.L aplonyLl} SULOYD
Sl L0V £-€9-LE9€1 aplonyejusd aulojyQ)|
X 000'0L | 00°L | L-12L6LL [apixo aunolyg] 8pixouow auliojyd
X ] vdv | 90V 000'L | 00’} J+¥0-6¥00L [(z010) "8pixo sunojyQ; SPIX0Ip duliojlyd
X X 00s 2.6 ] 00S'Z | 00} | S-06-28LL EIIGe)
X 005 |99 1-85-€9% apuns |Auogie)|
X 14 00'clL -06-€G€ ‘apliony} [AuogJe))
[epyins jAuoqied
X 00004 | 00 | 1-8S-€9V (S09) apuyins 8pixo uog.eg] apy|nsAxo uogien
X 000°02 ] 00°} 0-G1-G.L apyInsip uoge)d
X vdv | 90V £-66-G0EL apiydsoyd wnioe
X vdv | 90V ¥-9€-216S1 [ajuoiyyp wnioje, j| ayj|nsoipAy winiojed
X Ydvy | ©93vY $-08-125. mcm__moko_:o_:_a:mﬁ
X 00004 | 00°L 9-¥9-¥29 [(3) "suaing-z] SueJj-susing-
X 000'0L | 00} 1-81-06S s|o-sueing-g|
X 000'0L | 00°'L 2-10-201 ausing-z
X 000°0L | 00°L | 6-86-90L sueng-|
X 000'0L | 00} J€-29-29162 susng
X 000'0L | 00°L 8-26-901 auejng
X 000°04 | 00'}L | 0-66-90L suslpeing-g‘l
z o = z
£ 3| 8,2 )
g 2|2 gl 5 el 5 |2¢| 5
HEAHHHERIERH IR
Mummunwmwo,.)m.oww o
sl |8l 88| ¢ m.m..w g g g | #sv
3|5 m 2] W F| 8|28 &8 |53 8 9IINI0G wAuoufs (109)
g3 m HEHE § w 32 |3¢ w 3 3 3 joensqy Jseueju| Jo sjesjweyd
m. g|m m A H E S w g2l 8 | g m. 8 | resweys
8|% glel®| 2| 8|22l & |28| §
g 88 gl 3| 5|3 |&=a| 3
s 2| 3 b 8
Kunoes oBejoqeS WouL eseejoy

Office of the Secretary, Homeland Security

' }seJe)u] Jo s[edWeYD SHA - L2 MEd O} V Xipueddy

217



6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

1014y sueyyeouiwe]  joiyiaueyis(ouiwelkdoidosip)
X Zz__joooe 6-20-278S -(e3eq)-jAdosdosiip-N'N “2-N'N;
SpHOIUSIP
X Zz__|oooe 0-¥S-8671 oipiwesoydsoyd |AyieIa-N'N
X (44 00°0€ 0-L¥-G14G1 ayuoydsoydiAyiawl Ayiaig
X X o] 4 O0v | 000'S | OOV | 0-12-€69 ajeJuIp |09k |BausiAyialg
D_u_am.mua_aﬂnn oY
[Aure(outwelhyiaip),
X [44 00°0€ G-€6-8L -zl-s 1Ayeig-o0‘o
X Ydv | O3V G-€G-6LL1 auejisolo|yaipiiyelg
[EVEIEVE CVENTET
X zz__joooe 6-8€-001 -2>N'N
X X Sy Ly'0L ] 000'0L | 00} | 0-96-60L¥ [-o101yaip ‘sueyig; suejisololyolq]
X X Sl 297 J oos'z | 00°b |.i-G¥-18261 sueloqiq
X X 00r |90V ] 000's | ©0V | o0-1€-/8 _o:wﬁoa_:_vonmf_m_
X 6001 WND £-66-929 apuonjyip |Auoydsoyd |AuisIN| Elej
X 00001 | 00°'L -61-GL auedoidojor)
X vdv | 90V 21-86 9A0
X 000t | 00 | 8-16-801 [ouiweuexsyooAY] kD)
X X Sl 29'C Jooo'oL | 00'L ¥-L.-90S 8pHo|yd usbouei)d
X X Sy L9'LL ] 000'0L ] 00'L S-61-09% Teiniuipauey uabouei)|
X 000'0L | 00°L 6-€.-€21 [-(3) Tleusing-z -(3) ‘epAyspjeucjold
X 000°0L | 00°} | €-0€-0LL¥ |leusing-g 8pAyap|euojol)|
X vdv | 90V 8-19-L.6V1 9plI0jyoAX0 WniwoIyD
X vdv | OOV S-96-06.L PIOE J1U0j|NS0I0|YQ
[e1epuojyooucydsoydiAuiew
X 600l WND G-25-0¥0L 1Aj0oeuid-o]| UBWIOSOIO|YD
[e3eplojyoouoydsoydiAyiow
X 6001 WNND 1-9/-GvvL |Adoidos}-0] uLesoJolyd
S o 2 S
g 2 E) 8 El El
g A E g3 ¢l 5 |2¢| 3
g m_ Fl=|g|=» 3|5 gz E |8 3 g
alg =] W 8 8 -] o 3 S w 3 3 3
@ 8 glez| o 3=2| ¢ E3. | o
ol 215 ili]e um g m.um 8 3 g #(svo)
-] ! -
3| %|s m Ml |23 8 |°8| &8 |53 & 9105 wAuouhg (109)
B3 m HEHEHEEERE 3 € il 3 133 3 ensqy 1seueju JO S[EdjWEYD
m. |m m AEE a!g g3 3% g |22 Ww |esiweyo
Bl% glel®] | & |ec8| § |22 | &
H R K al 2 2al 2 |&asa 2
® SN ] B E
onss| QlUNoes ebejoqes HoyL @seojoy

, 180.8}U] JO S|EJIWOYD SHA - 22 Hed 0} v Xipueddy

218



Pt. 27, App. A

Office of the Secretary, Homeland Security

X 00001 [ 00L | 1-80-SZ | EENCETE) | uejdecssw (Aui3)
X 000'0L | 00°'L 1-62-09 [-sigAxo-| 7} "euey3] JENENLTE]
X 00001 | 00°'L €-00-GL [-o101ud .wcmsm__ ECEILTE]
X 00001 | 00°L | 9-00-201 Teufing-1] susikjeoe A3
X 0000+ | 00} | O¥8-¥L ]
X 0000z | 00} | 8-68-901 T-(iAgiawolo)yo) "suelixol| uupAyoiojydId3
X Ydvy | 93Y -2L-y8hYy aue|isolojydiAospoq
SPHOIYIIP
X Z2¢ _J000€ 6-86-1880% ojplweioydsoyd jAdoidig-N'N;
Joipisueya{ouluelkdoidip)
X 2¢C joooe 8-90-2v8S -2)-N'N
X X 00y |90V | 000'S | OOV | Z-€l-LEl [suiwejAusydiposjuexsH] 1AxaH [io] suiwejAioidig
X X 00v OOV | 000'S | OOV | €-90-2122 apyins jAioidig
X vdv_| 90V 7-0L-08 auejiso.ojyolpiAuaydig
X X 00% 90V | 000G | O3V | 8-vi-6LS |oujolosalonuig
X X 00¥ 90V | 000's | 9OV | .-85-0555C |jousydosiu [q
X Sl 08'€ 9-ZL-¥PSO0L 9pIx04338) uabosiuig
X X 00¥ 90V | 000'S | 93V |8-+0-0LSSS TinjooABonuIq] nbuig
X 00001 | 00°L | 1-Z8-€9¥ FAmawip-z  "euedold]] suedoidiAyswia-z e
[e1epHoIYoIp) EICIET
X 22 _Joooe 0-€4-L29 -opiweJoydsoydiAyiawig]] oipiweloydsoyd jAylewia-N'N
X X Ydv | 93V 000'0L | 00°'L G-8L-GL [-/AyaipoJojydIp ‘suelis 3UE|IS0J0jYdIpIAYIsWIg
[CMENENECELTENTS
X 2C j000e 1-20-801 -Z)-N'N
X 00004 | 00'L -0l [-IAyaw-N "suiweueyisiy sujweAyawiq
X 00004 | 00'L LyL-LS [-/Ayawip-| *| "suizespAH suizelpAylAyswIa-| 'L
8plI0JyOIp dipiweloydsoy
X 2z __|oooe 1-08-90€€2 IAdodosia-N‘N
X 00001 | 001 | 9-€-GL [-010nyip-1 7| "ueyi3] Sueys0.onyig
@ g e S E 4
x 2 ] EX 3
g 2|z el 5|.2¢2|5|8¢]| 3
& 3 Fleigi» g |5 e 3| § mw H
Q@ m u 2152 3 = 3 3 3
AR HE B HEE g*5| 5| 85| 5
= R E R R g m.m.u o | 83| ¢ #(svo)
SIBILIQIm| 2 °1 2 2 |12<Sl 2 | =% 3 eo|AIeg (109)
2 MM EIREERR B3 8 |53 8 wAuouAs
5|3 m HEEE 83 2 |85 2 |3 3 | wensqy 3seseu] o sjesjweyd
m. om m 2131 a1 s Mw.m. g nw 8 | jesqweys
8 ) <lo & m. - o -3 3 W. m.
- E = -
g 3|3 gl 3 |7s8| 3 [8&| 2
8 ] B E
enss| Anoes ebejoqes HoylL 8ses|oy

, 18018}U] JO S[edlWweYd SHA - *LZ Hed 03 ¥ Xipuaddy

219



6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

[auiwenuens)|
X X 00y | 90V | 000'S | 9OV | 0-1¥-1692 -susjAyjawensiojoAD] XWH
X vdvy | 90V -G9-826 4_
X X 00} 4 O0v | 000G | 90V | t-z8-ici [lojoxaH. H
X X 00¥ 90V | 0006 | OV ]0-z2-29002 H
X Sy 196Gl 2-91-89 8uojsdeolonjjexsy
sainyxiw seb passaidwod
X 005 Jieee ¥-8G6-LGL pue ajeydsoydess} AyjeexsH
suiZeIpAy|
auapijiuenBoulwesoniu
X X 00v o0V | 000's | 90V JAueng
X Sl [1%4 9-8G-€812 9plionjjes}s} Wwnjuewisn
X 14 £L02 2-69-28.L EEIED)
X 000'0L | 00'L | 6-00-0LL Ueing
X 000'GL | 00} 0-00-0S (uonn|os) epAyspjewiod
X vdv_| 90V 1-12-68LL PIoE 21UojNSoJoN|
X X Sl 1’9 [ 000°L | 00°L | v-iv-28LL aulon|4
X vdv | 90V 6-L2-GL1 SUE(ISOIo|UOIIARS
SpUOIOIP,
X 2¢ Joooe L-E7-€66 olojyjouoydsoydiAyyg
X 000°0L | 00°} -96-16 [eu .__N<= EEELTE]
X 0000¢ | 00+ | €620 Teuepsuen3-Z 1| BUIEIpaUsAUIT
X 000'0L | 00} 8-12-GL Hocm.__xowh BPIX0 sUSAT
X 000°0L | 00’} 1-68-v.L |ENENE] ETEILTE]
X 0zz__]00'08 1-18-6€1 sujwejoueyiaIp/Aiya
X 000°0L | 00'} L-¥0-GL [eujweuey3] BUIWEIRNT
X Bool WND 0-86-€G. apuonyip jkuoydsoud Ay
X 00001 | 000 | 6-66-601 o158 1Ayie "pioe mag_z-_1 L]
= o 2 2
17 d I3 = -
1] 0|2 EX W 3 Pw 3
HAREHHEARIHB HHHEIE
HHEHBELLUL S 1538 2|88 ¢
® H 2122 ]| o =22] o E2 | o
% I m 11 ._: “ Wm W Mm.m m “.W w #(svo)
SIRILISIEIZ| | 82| &8 |88 8 |53 8 | 2owes whuouAs (100)
m 2 m HEIELE K § 2135 3 2|3 3 3 | wensqy 1s848}U| JO S[EdjWeYD
HEIRHBHE B £ [25%| 4| 2% & [mwomew
m v “ g -] ~e2 o as
g 8 g| 3| 5|3 8= 3
° 8 ] B S
anss| QlNoes ebejoqes Woul aseojoy

, 180.6}U] JO S[EJIWOYD SHA - £Z Med O} V Xipueddy

220



Pt. 27, App. A

Office of the Secretary, Homeland Security

X 000°0L | 00'} G-6.-8L T-1Ayisw-z “suaipeing-¢‘L | susidos|
X 0000} | 00'L -8L-8L [-IAyaw-g ‘suejng auejuados|
X 000’0z | 00'L 0-28-8L [-Ayew-z "s|yusuedold 8|)uoJAngos|
X 000°0L | 00} G-82-GL TiAysw-g "suedoid auenqos|
(b1
X 0000} | 00'L |o-oteovel | -sal) ‘(s(0D) 84) lAuoques uos] -/Auogueoejuad ‘uol|
X vdv_| 90V 9-99-€8.L aplion|jejuad auipoj
X X 14 €2.'€2]000°0L | 00'} | #-90-€8.L apiins usboipAH
X X Sl 200 Jooo'oL | 00} | S-20-€8LL apius|as usboipAy
(%S¢ 1Se9] J€ JO UONE)USUD)
X 00r__00'SE L-v8-22LL apixoiad uaboipAH
X 00S  |eege 2-G8-¥€001 snolpAyue ‘epipol uabolpAH|
X X 14 €6'ey ] 000'L | 00k | €-6€-99L (snospAyue) epuonyy usboipAH
X Sl 19Y 8-06-v. [p1oe o1ueAooipAH] opiuefo uaboipAH
X X 005 | ©0V | 000G | 00} | O-L0-2¥9L (snoipAyue) apLojyo uaBoipAH
X 005 Jee's6 9-01-6£004 (snosphyue) epiwoiq uaboipA
X 00004 | 00} | O-pL-EEEL UeboIpAH
(is)e8a.
X 000°L | 00°0S | €-6€-799.L 10 905 "0U09) ploe oLoN|JoIPAH
X 00s'2 | 00} 8-06-vL pioe olueko0IpAH
(1s1e81b 10
X 000'S) | 00°2€ | 0-10-2¥9L %.E "2U0D) PIOE dL0|YO0IPAH
X 000°04 | 00°b | Z-10-20€ suizelpAH
X 500l WND 1-11-55S [suiwe(iAyie0io|yo-z)si L] (c-pieysnu usbonu) ENH
X 500} WND 2GS [suiweAyisw(jAyieoiolys-z)sig] (Z-pejsnui usboiu) ZNH
X 5001 WND 8-20-8€5 wc_Em;ci;sweo_co.mw_ﬂ —(}-pJejsnwi usboniu) |NH
2 o S 2
7] = e = -
[ 2|2 EX W 3 [> 27 3
HEREIHHE R IH BRI IR
HHEIHHHBE AR g| 5|28 5
e|?|8 2|e]8 gle2 | o |522] o g5 o
slifz|i]r|L|8 53| s m.m..w §185| & [ #6v
[ K3} I =
g m M EHRAEEIR 3| B |5 § | owmes whuouAs (102)
g3 HEHEE AEERE 3E il 3133 2 ve)SqY 1s6403u] JO S[EAWEYD
Slmim|s|8]|3]% g |g& g |2 8 | reosweys
H L $BIF| g5 (228|538 ¢
§ A K] gl 3| 55| 3 |85 3
° EN ] 8 B
enss| AInoes abejoqes Boyl oses|oy

, 1S893u] JO sjedjWeyD SHA - *LZ Hed 0} ¥ xipueddy

221



6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

X 0000k J 0oL | e-Le-Z0L _[isysa jAuis N pioe o_::ou_*_ EETIILOED |
X 0000F | 00F | 90LGHL [-siakxo "eueei FEERLOTE |
B
X 000'01 | 0oL | 1-zz-6L 1Ayiew ‘pIoe IpLOjYooUOGED)] 81EWLI0J0I01YO _Emz_
X 000°0L | 00’} €-18-VL [-0J0jyd "sueyisiy; aployd Ay
X 000'0L | 00°} | 1-St-€9 BUeING- L -AUIN-E
X 0000L ] 00'L | z-op€9s 3UeINg- | -AWISN-2|
X 00001 | 00°L 8-28-vL sueyisN|
X 00001 | 00+ | Z-86-9¢) [-AaW-z sl usuadoid-g] EELEEE |
X X 00% o0V | 000G | ©0v | +-98-829 sjeuiwny Kindis |
X [\[44 00°08 6-65-G01 [sujwejoueyiaiplAyIaIN] Y3IAW
X vdv_| 90V 8-v./-LG0CL Spiydsoyd wniseubepy
X vdv_ | 90V S-¥S-€08. apiwelp wnisaubep
X 00l | 9o0v ¥-G6-6EV.L (1epmod) wnisaubep|
X vdv | 90V €-29-€192
X vdvy | 90V 0-68-28LL
X 500} WNO 1-0L-7EE0Y TeuIsIe{jAuIACIOO-Z)SHL]
X 0001 WND 8-69-PEE0Y HoEw._wo._oEoAE:_\,Eo__._o.mvw_mjﬁ C 9)ISIMaT
X 5001 WNO €52 1¥S _mc_emeo_ﬁ_v_>=_>eo_5-mw_ | SNsIMeT]
X X 00r |90V | 000'¢ | ©0V |0-v+-S¥2St — [SJeUlDI0SaI0NIUL]) PesT ajeuydiys pes
X X 00y ] ©0V | 000G | ©0V |6-9r-tzrel apize pea
X 6001 WND 6-2v-1.9 spuonyip |AuoydsoydiAdoidos|
3PLOIYIIP
X [44 00'0e 8-09-86¥1 ojolyjouoydsoydiAdoidos)
X 0000, ] 00F | O-}€GZ [suiweuedoid-z] auwejkdoidos||
[18188 AueiAuiaw
X 000'GL | 00} | g€e80L -1 ‘pioe oipuojyoouog.ed]| 8jewo0j0I0jyo |kdoudos|
X 000°0L | 00°L 9-6C2-GL [-010yo-Z 'suedoid] 8pLOJYd |Ado.dOs|
E| 2 | & E
£ 5 ] £ £}
gl |o|2IE|| 8| c28] 2|68 ¢
ElE|z1E)|55(8] 8| 5 |258] 5|28 5
® 2l2|8)|g|l 22| o |B23] o W 3| o
I EINRE 2 §3 ) m.m.m g a8 g #(svo)
HEIPEIEHE g 2|3 |28z 8 |53 &8 | owes whuouks (109)
5|3 M HEHE g w 2 |3¢ m. 3 3 w 3 joensqy jseselu] Jo sjesjweyd
m. g|m E m H 3 3 m gael 8 Eg w [esjweyn
B9 -2 gl &g|2c8| 8 |2E| §
5 213 g3 ss|3|&a| 3
: AR IE 2
enss| Ajunoes ebejoqes Wyl oseojoy

L 1seJe}u] JO s|ed|WeyD SHA — 'ZZ Hed 0} v Xipueddy

222



Pt. 27, App. A

Sl LU} 9-26-9692 aplo|yo |ASOIIN
X X 00 o3V [ 000's | ©2v | 9-8¢-9506 UOIB}SONIN
X 00y | 90V G-2G-GL SUBLIWONIN
X X 0¥ O0v | 000'S | ©0V |+-0.-G28G1 [panam ‘sjeuexay |ojuuep] S}lUUBLLIOIIN
X X 00¥ o0V | 000's | 90V 0-€9-GG auedA|bonN
Sl £8'C L-€L-y¥S0L ‘apIxoi} usboIN
[epuiojyooipAy 3plI0jyo0IpAY
X z2Z _|oooe 1-98-GS suiwelfyaw(lAyieololyo-z)sigll pJejsnw usBoniN
X X 00¥ o0V ] 000's | 92V | 0-0,-#006 9s0|Nn||13204IN
X X 00v OOV | 000's | OOV | L-Ti-8eee 10Ze1}0ZUSqOLIN-G
X 00l | 90V £-G6-86 3USZUSGONIN
X Sl €8'¢ J000'0L | 00V |6-Ep-20LOL [(ON) apixo usbosiN] SpIX0 OUIN
X X 00y | 0089 ] 000'SL | 0008 | Z-L€-269L Ploe JLIN
X 00001 | 00'L ]e-6E-€9vEL 1AUOqIED [BYOIN
X 6001 WND 8-68-816€9 [ayia(iAyssoiyiifyiaoiolyo-z)sigl (1) pseIsnN-0
(H)
X 6001 WND 2-09-506 [apyins(1Aye0s0jyo-g seb piejsny) piessnw Jnjing
X vdv | 90V 000'0L | 00} 96.-GL [-Ayiewoojyoly ‘suejis E R EILOTE
X 00001 | 00'F | Z11-GLL [HAyiew-z "suadoig-|] susdoidiAylsN-z|
8pLOIYoIp
X (24 00°0€ 2-86-9.9 ajoiyjouoydsoydiAyza
vdv | 90V ov.-6¥l sueyisolojyoipiAuaydiAgis |
vdv_| 90V L¥G-GL LOE|
14 0002 0-00-£66 8Ue|IS0I0|UdIAIBIN|
X 00001 | 00°L G-68-vL [euiueueyisy VL OE
X 00002 | 001 | 6-¥9-955 [191s8 jAyiaw "pioe djuekdoly sjeuefooiy) IAuls
X 005 [oo's¥ JooooL | 00'L 1-€6-¥L Tiolyisueyis iy ueydeorew Ao
X 000'0L | 00’} | 6-€8-t29 [-ojeuefoos) ‘sueyis |y, ajeuefoos) >£wﬁ_
X 000} | 001 | ¥vE-09 [-Ayjowl "suizeipAH SUZEIPAY AU
z o 2 2
¢ 5 5 5 5
g 28| ¢35 .28 5 |8¢| %
HHAHHHER IEH IR
a ol © ] g
slt w |l |8l €S| € |255| € w,. g | #tsva
S5, m T gl g 3| 8 m.w 3| 8 53 8 Sojnles wAuouhg (109)
m 2 M alE 3 s Ww 2 13 g w 3 3 3 pensqy jseieju| Jo sjedjweyd
Elg|m 3 218|= o g qu 3 | 22 g | eoweys
8|% slels] 2|18 |ec2| & | 2 g
§ 8|8 gl 3 wm 3l&s| 3
& E &
Tnoes abejoqes T oseo|oy

Office of the Secretary, Homeland Security

L 180J8)U] JO S[Ed|WeYD SHA — 'ZZ HEd O} ¥ Xipueddy

223



6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

X vdv_| 90V £-08-vLEL apyinsejuad snioydsoyd
X vdv | 90V 8-€1-9200} aplojyoejuad snioydsoyd!
X vdv | 90V L-69-68LL aplwolqejuad snioydsoyd
X X X | vdv |90v | ozcz Jooog] ooo's | 00'L |€-28-5200L [spuojyo Eocamocnm._ 9pLojyaAxo snoydsoyd
X 00 | 90V 0-vL-€2LL snioydsoyd
X X Sl 290 100001 | 00'L ] 2-1G-€08L sujydsoud
[eprioyoip
X X Sl L10] 005 | 00°b | GbtrSL 1Auogue] Jo [apLiojyoip dluog.ed] auabsoyd
X vdvy | 93V G-€1-86 sue|isoJojyoLyAusyd
X X 00y 90V | 000G | 90V G-11-8L [sjenuens) jojuylisejuad] N.13d
X 14 19'6C 9-76-919L apliony |liojydied
[Fosoyouy|
X 00001 | 00'L | €-Z¥¥BS ‘apUojyd |Auayinsaueyie ] uejdeosawiAyjawolo|yoiad
X 000°0L | 00’} 0-12-6L {pioe dixoladauey}3 pioe dpaoeled
X X 00y | 90V | 000'S | OOV | 6-€€-9908 sjljojued
X 00004 | 00’ | €-02-229 ~(2) "susjuad-g|
X 00001 | 00'L | 8-v0-9v9 ~(3) 'susjuad-z|
X 00001 | 00} 1-/9-601 ausjuad -}
X 000°04 | 004 | 0-99-60L auejuad
X 00001 | 00'} | 6-09-¥0S BUBIPEIUSd-C |
X St 600 L-W\€8LL apuonyip UsbAxQ!
[epixoy
X 000°0L | 00'b | 2-66-7108 | inyins uim sunxiw ‘pioe ounyns]] (pioe sunying Buiwing) winsjo
X vdv | 90V 6-99-€825 E IR E]e)
X X 00¥ | ©0V ] 000'S | OO0V J€-28-€Lp8L 1euojo0
X X 00y |90V | 000'S | OO0V |I-2€-209.G 9)II03100|
X vdv_ | 90V 6-¥0-CL1 E I ENLEE )
X vdv | 90V 0-/9-€82S aUue|Is0Jo|yolyAUON
X X 00¥% 90V | 000G | 90V | 6-¥9-2€6 3U0|0ZeLjoNIN
[}
Nw 2|2 w 5 w >} W
M 2l2 13|28 3|58 3
HEAHHHERIERE I I A AR
s|3|12|2|8|5|s| 22| & |32 o | E2
REID 1181s55| 8 1255 2 | g5 ] & | #va
&lm L1886 | 8 |g3@| 3 |2a | S
sIR|Lig|Z|Z | B2 8 |28 & |53 8 | 2onmes whuoufs (102)
B3 m HEEIEIE w 2 |35 w 3 3 m 3 joensqy se4eju| Jo sjesjweyd
S|E|F|3|E|5|8| "8 & [E5E| 2 [2E| & |reomew
217 g -] o |=-e2]| © ac )
§ a3 gl 3 s5g|l3|&a| 3
21§ |8 2
onss) Ajunoes ebejoqes Byl eseojoy

, 180.8)U] JO S|EdIWEYD SHA - 'LZ HEd O} ¥ XIpuaddy

224



Pt. 27, App. A

Office of the Secretary, Homeland Security

X gL 291 L-6.-€8LL aplonjexsy wnjus|ag
[ayepuonyouoydsoydiAyiew
X 6001 WND 8-vv-101 }Adoidos|-o0] uueg
X X 00F [ 90V | 000'S | 9OV | t-z8-ici salnixiw XINH pue Xay
X X 00| 90V | 000 | ©0V | ¥es-ieh [eUILIE U} USAWIIO0AD) Xay
[eyuoydsoydiAyjew
X 600l WND 8-11-958.6 | IAyieouiwejhdoudosiip-z-0-/Ay13-0] iy
X T 000'0L | 00'L L-66-¥L [suAdoid-} suAdoid
X vdv | 90V ] -1S-Lbl SUe|ISoIo|yoIyAdoid
X B00L WND 271069 apuonyip (kuoydsoydikdoid
SpLOIYOIP
X 2C_|000€ 8-10-¥252 ololyjouoydsoydjhdoid
X 00001 | 00'L 8-6G-GL [-iAyaw-g ‘sulpuizy] aujwiauajAdoid
X 00001 ] 00°} 6-9G-GL A gaw "suelixQ]| SpIX0 eusjkdoid
X 000°0L ] 004 | 1-20-GLL Teuadoig-| suejkdoid
X 000'04 | 00'4 | s-19-601 | Lieyseikdoud ‘pioe oipuojyouogseg) sSjeunojoiolyo jkdoid
X 00004 | 00'L | o0-zi-L01 [ej1yusuedo.d] Bjuyucidold
X 000'09 | 00'L 9-86-vL auedold
X 000'0L | 00°} 0-6¥-€9% [suaipedoid-g'}] aua|pedo.d
X vdvy | 99V 9104202 aplydsoyd wnissejod
X 00y ] 90V 1¥9-2TLL gjeuebuewsad WNiSSejod
X 00y | OOV L¥L-8LLL 3jeJojyoiad WNISsejod
X 00y | OO0V 1-6L-LSLL BENSEEE
X vdv_| 90V 8-06-161 apiueAd wnissejod
X 00¥ o0V 6-70-118€ 9JeI0jyd> Wnissejod
X 00001 | 00'L | +68-0LL suipadid
X X 0% O0V | 000G | OO0V | /-88-95G [suipiuenbosIN] 9jl10ld
X X X | vdv | O3V 14 8y'e 1000°GL | 00} | 2-Ci-6LL apLoyoL} snjoydsoyd
2 >4 4 2
17 = 3 = =
g HE el 5| 22| 3|22 &
HEIREHHE R IEREE LI B R LR
HHEIHHHE 3 |138¢8)| 3 §| 3
3 sls|g| o3| o |322] 5 | &2 | o
Sli 12|71V |8l 55| & |255| & | 85| & | #v
sI®ElLle a1 29| 3 |8 3 | =% 3 09jAIeg (109)
g3 m 3 .m_ g k g7 3 u.m F| s 53 ] Joun whuouhg
3 M HIHEHE H w 2 125§ w 3 .m w w sqy }seia)u| jo sjedjweyd
moamm» X g |ggs| 2 |E¢ [esiweyd
g|% slel®| 2| §|2c8| 8|22 §
s a8 el 2 al 3 laa | 2
® 8 ] 8 &
anss| QNoes ebejoqes Wyl oseojoy

, ¥8e163U| Jo s[edjweyd SHA - *LZ Med 0} V Xipuaddy

225



6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

[euazenayAuenboulesomu
X X 00 o0V | 000's | ©0V | €-22-60L lAueng)] auszens]
X 000°0L | 001 8-¥1-60S [-oniuens) ‘sueyisy sueyjswopiuenal
X X 00 O0V | 000'S | O3V |2-LE-¥L0ES eoJjues L
X 0000 | 00 | €9r6. [AUBWEs) SUElS] SUE|SIRUIPWERS 1]
X 00001 | 00'L V-vL-GL — [-Ayawess) 'suequinid pesjjAyswens |
X 00001 | 00'L e-vi-9L1 [-olonyyens) ‘suay3] ausjAyjsolonjjena |
X Sl €80 -08-€8.. Spuonjexay wnunjisL
[s1epiueko-opiweloydsoydiAyiewip
X 6001 WND 9181 N'Nfw3-o) unqe
X vdv | O3V G-GZ-16.L 3pLojyd jAinyng
X 000°0L | 00°L | 6-LL-9¥¥L 8piIxou) Jnjing
X X Sl €€'L ] 00S'Z | 00} | 0-09-€8.L [-(7-1) "(#4S) spuonyy Inng] apuon|jess) Injing
X X 00§ Joov8 | 000G | 00°L | S-60-9b¥L (snoJpAyue) apixolp Jnjing|
X Ydv | 90V -91-P0SZ1 apiydsoyd wnRUoAS
X Sl 290 £-25-€08. aulgns
[e1epHonjouoydsoydiAqew
X 6001 WND 0-¥9-96 |Ajooeuid-ol} uewog
X vdv | OV ¥-G8-85021 apiydsoyd wnipog
X 00% [le)4 -66-1€92 9jeJjiu wnipog
X Ydv | 90V OvI-GLLL “Teyuoiyyp wnipog] 8}J|NSOJpAY WnIpog
X Ydv | 90V 6-€E-El apiued wnipog
X 00v el 4 6-60-GLLL 9JeJO|yd wnipog
X 00v el 8-22-82992 8pize wnipog
X 14 006G} 1-19-€8.. aplionjjel}s} uod
X vdv | 90V L-¥0-9200} SplIOjyoe..I8)} Uo:
X 00004 | 00} | S-29-€08L Sue|ig|
X B00L WND 8-06-£95¢ | [eueuyis(oyyfyiso.olyo-z)sig-z'i] piejsnwinbsag
2 e E E
= o = 3
AR AR
HHAHHHER I B IR
HHEHHHHPD BRI BRI A
slif2|i|V| gl 58| § [25&]| § (85| § | #tsv
nm.. m ! qu Y g W 3| 8 |® ] 3| 8 5 =] 3 O2IAIeS wAhuouls (100)
HHEHER 213532 53| & [2oosw Jse1e}U] JO S[EIJWEYD
3|mlF AELE g3 g8 g |8 g | jeojweys
HHUNEHHEH AR L R AR
g 2 2|3 | 88| 3|&=s| 3
s g ] g 8
anss) Kipnoes abejoqes Wyl oseejoy

, 186403U| JO S[edIWeYD SHA -- *LZ Hed 0} V X|jpuaddy

226



Pt. 27, App. A

Office of the Secretary, Homeland Security

X Sy 0L, 9-28-€81L oplionjjexay usysbuny|
X X 00r | ©0V | 000G | OOV |6-GL-ELtbS [
X X 00y | 90V | 000G | 92V £-1.-28 R
X X 00y 90V | 000°S | 99V 1-68-88 Jjousydoui]]|
X X 00v OOV | 000°S | O3V | e-tL-cely sj03auaydoiun ]
X X 00F 190V | 000'S | OOV ]8-/1-0185S susjeyydeuonui |
X X 00¥ o0V | 000°S | ©0V | £-66-209 |0S3.I0-E}aW-0}iUlI |
X X 00y 190V | 000°s | ©0V | €-6.-621 ENEXETER I
X X 00y | ©0V | 000's | ©0v | 0-88-88 8USZUSGOJOJYI0IULLL
X X 00y | ©0v | 000's | OOV | 8-99-621 pIoe 210ZUSqoAIul |
X X 00y | 90V | 000's | 90V | 2-61-8052 PIoe JJUOjNSaUSZUSOJ}IUL L |
X X 00y | 90V | 000G | ©0V -GE-66 ENCIER I
X X 00y | 90V | 000'S | ©0V | 6-5€-909 9|0SIUBOUL ]
X X 00¥% O0V | 000G | O3V |1-2v-25692 suljluBoRIUL ] |
X 02¢__J00°08 6-Gr-LCl ayydsoyd jAyzawili L]
X X vdv_| 90V 000'04 | 00’} y-LL-GL [-IAyawioio|yo “auejig] 8UE[IS0JOYDJAY B L]
X 000°0} | 00'L €-06-GL [-AylsWIp-N'N "sulweueyisiy sulluejAyawiiL
X X 00S 129'99]000'0L | 00'L 6-8€-6L [osonjjioloyo susyig 8usjAyja0.ojyd0ionyLy |
X St £6'9 G-2e-pSE apliojyd |Aj@oeolonjjil |
X 02Z o008 1-26-221 ayydsoyd |Ayieii L]
X 022 o008 8-6€-LE9
X 02z __Jooos 9-12-201
X X vdv_] 90V 000°0L | 00’} J2-8/-S200L [-oi01yo1 “suejis]
X X 00y |93V | 000°s | 93V _J0-9L-€11L9 [leuojoxsH
X X 0oy 90V | 000G | 90V [ /-96-811 [auanjojoniun )’
X X X ] vdvy ] 92V Sy €e'el ] 00S'C | 00°L | 0-G4-0SS.L [-(t~1) (#1011) SpLOJYd Winjuey 1] 8pLojyoes8) wniuey |
X vdv | 90V L-60-61LL apuojyd (Auoiy ]
X ¢Z_loooe 8-8r-Lil 1spyins(jAyieAxoipAy-g)sig] 109AIDIPOIY |
X X 00y | ©0V | 0006 | 90V | 8-¥6-88¢ w_on.awE
g 2|2 el 5. 2¢|5|8¢]| §
8 = E ] S|® w £ W WW H -] w H
ale al2 3 |3 5 w 3
® 5lg|s elez]| o 23] o E3 | o
& AHRHEERE £33 g 85| & | #ev
mw_q m _m m T gl 23| 8 m B3I 8 |5 =] 8 o910y wAuouhg (l00)
3 HEE B w 3 £ w 3 3 m 3 joRNSqY Jsaieju] Jo sjesjweyd
2|m|m W 3% ] W a s g s [esjweyo
3S M =|8lF T =3 [0 -1 5= =3
m. hd sIE -] ] e o as o
g 213 g] 3 sa|l3|&s]| 3
° aL 2l 8|2 E
onss| Ajlundes abejoqes Boul EEE

, 180.6}U] JO S[EQIWEYD SHA - 'L HEd 0} V X|pueddy

227



s10sINoald 201AaQ BAIsojdx3 pasinoiduil/senisoldx3 = 4a3I/dX3 108y Ssel Jo suodespn = JM 'SI0sInoa1d suodesp [eoiwayO/suodeap
|BOILLBYD = dMO/MD JUNOWY Papiedeld ¥ = VdY ‘Spels [eloswwo) v = 9JY Buluesw Buimojjo) ayy aaey xipuedde siyj ul pasn swAuoIde ayL |

6 CFR Ch. | (1-1-14 Edition)

Pt. 27, App. A

vdv_| 99V | 7-98-6LLL ToyuoiIp ouiZ][ 9}ynsoipAy dulZ|
[e3ej01y30UOYdsoyd |Ayiew
X 6001 WND 6-69-28.06 | 1AyteouiweyAdoudosiip-z-S-1Aui3-0] XA
Ydvy | 90V S-¥6-GL DUEJISOIO|YOLAUIA]
X 00001 J 00} | Z-8€-GL [-o1onyip-17) "Busyi BplioN|j BUBPIIAUIA|
X 00001 | 00} | t-Se-6L [-o0yoip-1 7} "Busyi3] 9Oy BUBPIAUIA
X 00001 [ 00"} | S-sz-l01 [-Axoygaw “susy3] IEVENLTELO
X 0000+ | 00} | S-z0-SL [-o1ony) ‘susuyi3 apLony JAUIA
X 000°0L | 00'L | 2-z6-60L [-Axoyse "susyi3 18438 (A8 JAUIA|
X 00001 [ 00’} | trl0-SL [-0101yo "eua 3 BpLIOJYO JAUIA|
X 00004 [ 00°L | ¥ /6689 [ouA-g-using-|] EVELSESCILOTA
X 00001 [ 004 | +-G0-804 19358 |Ausyje pioe oiadYy. J3WOUOW 3}e}ade [RUIA
2 4 2 2
7, d [ = -
- ] 3 8 3, 3
g ?|e el 5. 2¢|5|8¢] 3
g 3 Fl=lg|2 3|5 g Ww E |8 3 £
al% ) 4 21 m o 3 |3 3 g 3
[ o|%|8]E2| 92 |2=3] ¢ 2 | o (
Sl1vI21T1T1 8158 € |258] § |88 | & | #isva)
slelilelelzl® W.M_ - wmm_ a n.m 3 | eowmeg wkuouk (109)
Bl2 m m 2|3 s Ww 3 |2 5 3 .m 3 3 | wensqv S 1s846}U] JO S[EJIWBYD
mmaMw 2|1x1%2| & mwm 8 |28 | & |reomuous
5l% HEIG ) o |=ec2] o 22 -}
g 2lg g3 sal 5|85 3
s 218 |2 2
enss| Ajjindes ebejoqes woul eseojoy

, ¥8018}U] JO S|edlWweyd SHA ~ *LZ Hed 0} V xipueddy

228




Office of the Secretary, Homeland Security

[72 FR 65420, Nov. 20, 2007]

PART 29—PROTECTED CRITICAL
INFRASTRUCTURE INFORMATION

Sec.
29.1
29.2
29.3
29.4

Purpose and scope.
Definitions.
Effect of provisions.
Protected Critical Infrastructure Infor-
mation Program administration.
29.5 Requirements for protection.
29.6 Acknowledgment of receipt, validation,
and marking.
29.7 Safeguarding of Protected Critical In-
frastructure Information.
29.8 Disclosure of Protected Critical Infra-
structure Information.
29.9 Investigation and reporting of violation
of PCII procedures.

AUTHORITY: Pub. L. 107-296, 116 Stat. 2135 (6
U.S.C. 1etseq.); 5 U.S.C. 301.

SOURCE: 71 FR 52271, Sept. 1, 2006, unless
otherwise noted.

§29.1 Purpose and scope.

(a) Purpose of this Part. This part im-
plements sections 211 through 215 of
the Homeland Security Act of 2002
(HSA) through the establishment of
uniform procedures for the receipt,
care, and storage of Critical Infrastruc-
ture Information (CII) voluntarily sub-
mitted to the Department of Homeland
Security (DHS). Title II, Subtitle B, of
the Homeland Security Act is referred
to herein as the Critical Infrastructure
Information Act of 2002 (CII Act). Con-
sistent with the statutory mission of
DHS to prevent terrorist attacks with-
in the United States and reduce the
vulnerability of the United States to
terrorism, DHS will encourage the vol-
untary submission of CII by safe-
guarding and protecting that informa-
tion from unauthorized disclosure and
by ensuring that such information is,
as necessary, securely shared with
State and local government pursuant
to section 214(a) through (g) of the CII
Act. As required by the CII Act, these
rules establish procedures regarding:

(1) The acknowledgement of receipt
by DHS of voluntarily submitted CII;

(2) The receipt, validation, handling,
storage, proper marking and use of in-
formation as PCII;

(3) The safeguarding and mainte-
nance of the confidentiality of such in-
formation, appropriate sharing of such

§29.2

information with State and local gov-
ernments pursuant to section 214(a)
through (g) of the HSA.

(4) The issuance of advisories, notices
and warnings related to the protection
of critical infrastructure or protected
systems in such a manner as to protect
from unauthorized disclosure the
source of critical infrastructure infor-
mation that forms the basis of the
warning, and any information that is
proprietary or business sensitive,
might be used to identify the submit-
ting person or entity, or is otherwise
not appropriately in the public domain.

(b) Scope. The regulations in this part
apply to all persons and entities that
are authorized to handle, use, or store
PCII or that otherwise accept receipt
of PCII.

§29.2 Definitions.

For purposes of this part:

(a) Critical Infrastructure has the
meaning stated in section 2 of the
Homeland Security Act of 2002 (ref-
erencing the term used in section
1016(e) of Public Law 107-56 (42 U.S.C.
5195c(e)).

(b) Critical Infrastructure Information,
or CII, has the same meaning as estab-
lished in section 212 of the CII Act of
2002 and means information not cus-
tomarily in the public domain and re-
lated to the security of critical infra-
structure or protected systems, includ-
ing documents, records or other infor-
mation concerning:

(1) Actual, potential, or threatened
interference with, attack on, com-
promise of, or incapacitation of critical
infrastructure or protected systems by
either physical or computer-based at-
tack or other similar conduct (includ-
ing the misuse of or unauthorized ac-
cess to all types of communications
and data transmission systems) that
violates Federal, State, local, or tribal
law, harms interstate commerce of the
United States, or threatens public
health or safety;

(2) The ability of any critical infra-
structure or protected system to resist
such interference, compromise, or inca-
pacitation, including any planned or
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